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B E AR TE 4 58 2 TAE SRRl IR NTT X 2% 22 A S5 AR e A R UL, [ 4% R
Gun] DA% R OR B S5 G IA BESRFEAT BETE BRI S, e FLIS B B 55 0 B AR CRAP /KPR
#RE
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LT AR R AR - A S R AP AR B

FBAR A

R 10 45 22 4 S5 ORGP AH SR AE AR 5 0 L, 0T MR FR) I 2% 22 4 S8 2% (e R A it o [
T H BEE S ESSAh M R G IR “ B LRY L SR E R EEEAT 2 e e R Bt %
RS OR Y = ) EREAT AT BRI, W 2 BT S — R AR s Y, SR A

L MR, IR ES .

SPrE B H xR

WA W 2% 22 Ao S5 AR = b, 158 8 — R . E TR SR AT,
FEG A | 2 il AE 4% . A XIBIA T 2 AT SN 22 A B rh L A T EAT %2
RIS, iR B EBRE M. eI,

I ZAE LI 5 055 A0 R GEIE B A S ARG B = R il @i, A4
M — BB N L e AR, IR 22l

=, RIGE R
2. 1 B HBER
- REEH
. By BARSHER HE | B | TEAEP™
7 AR
1 AR kil VEOL T EHAR SRR 2 = P
2 NEITEIPIDE: VEOL T EHAR SRR 1 = P
3| HHX/ AR kR PEOL T EHAR SRR 1 f &
4| WEB BLFHBIKHE (WAF) VEWL EBEH AR SRR 1 f &
5 B T T PEOL T EHAR SRR 1 =) 2
6 H &I VEOL T EHAR SRR 1 = P
7| B2 Gagii gD VEOL F EHAR SRR 1 = P
8 M EERE PEOL T EHAR S HTR 1 =) 2
9 PRI AT T E RS HER 521 G5 &
(LR 55 #)
10 GG ARA DY TE EEREARSEER 1 i @

2.2 EEBRARSHEKR

2.2.1 TRk (HWA/BANE) —— B O

BRI MESH D
WA AR FRAENLZE &, XHETTAR
2. #HOME: TIREO=6, TIREA=44 (b, Blksn=24, IR

AL =1 1N

1.
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b A AT 2 MK ) %5 4% AR Y RO A AR A

3. PERETERR: WK ZEAHE R =206bps, N JZEFHfE =66bps, IR IEER =400 71,
TR B E =16 /1

4. ERFE: B EME CPUAE P 1E R4

5. THRERAL: BCENEPIMH. AHERE, BRI ED 3 FRM SR ET K

6. HREIPML: TR, HSEE RIS SRR TR IR th . R
R NP AN AR 45 04T R ek i s SR TSP 2% i £ bl

7. IPv4/IPv6 CHFF: PRI &8 O SCHFACE [Pv4/IPve XK SCRF IPve 88 RIS
PR RORES B . ShAS R SRF NAT64. NAT66 25 1Pv4/v6 b A SZRE DNS64 MRE;

8. Vil IR A, B, JEH P L, X . B b,
X . RS SR IFiE) . VLAN 2522 Fioy 24707 1 12 1

9. M. SCRREE T AN 22 4 X8 #l SYN Flood. UDP Flood. ICMP Flood.
IP Flood. DNS Flood. HTTP Flood %(i;

10. JREEPIY: SCREST HTTP/FTP/POP3/SMTP/ IMAP/SMB %5 22 Ffi bl iS00 B 75 4% 5

1L e SRR, LTI A Z A

12, R&ER: S2HC 3 4F IPS FETFRIRAL. 3 EGEg B THARAL . 3 4F i 3 AiF e T 4%
R 3 AR5 LR

2. 2. 2 Nv.55 R X B K 1

TR R 55 B 55 3 X dsld 77

Lo R <2U bR, TURAIE:

2. BEORE: THRBO=64, TIEO=44 (g, ¥ Rla=14,

3. VEREFEAR: MZEENEE =106bps, MR G & =46bps, HREEH =300 /7,
R ERES =8 )i

4. @R G FCE B CPU A E = ik R4t

5. IhEeRAl: FEMA N, URL 035, NZBifE. WOCR#TINRE, Riftsl 3
SRR A SRR T s

6. BEEHPML: SCRFRRASERE . HENSER B RSB SCRRIE TR M B A, SO
AR IS FH R AR 45 HEAT R RESE s SCHF TSP it bl 3k 40745 5

7. TPv6 34 AR IE DI SCHFRCE TPv6 Hikil: SC3HF TPve RN (e A5 i b K sk
1. ZhASB M OHF NAT64. NAT66 45 1Pv4/v6 i JEHA; 745 DNS64 Lhfg;

8. Vil R TIR LA, BI% A, WA Bk, JEHX . H bk
X . RS, SR IFIE). VLAN 2522 foy 24T 07 1 45 1
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L AR AR ) % A R AP AR R BAF A+

9. MR SCRREE T AN 22 4 X8l SYN Flood. UDP Flood. ICMP Flood.
IP Flood. DNS Flood. HTTP Flood iy, JF3CHFE . AFF. BYSRPTH 45 2 M 4748 it
SCREHE T 2 A XIS i B B AR s SRR T Flood uds AU s 46 00 AR 2% ) Thie

10. SRR SCREST HTTP/FTP/POP3/SMTP/ IMAP/SMB %5 22 Ffi bl iS00 B 75 4% 5

11 MRSGESR: SCC 3 4 TIPS FEFFARAL. 3 IR IETHRIRAL. 3 4 FH R IE 12 T+ 2%
R 3 AR5 AR OR

2.2.3 BEX /22 BE X K%

EHGR: G, a4 B X il i

L BEPERIAMG . <<2U PRuEIZe 04, TUR HLUA

2. BORHE: THRBO=64, TRIEO=44 (FHEHD, ¥R =14

3. TEBEIRFR: M%K% EFE =40bps, N EAEME =1 86bps, IR EHER =160 /7,
TR B R =4 7T

4. ERFE: B EMP CPUAE P 1E R4

. THRERAL: BCENEPIMH. AHEIRE, BRI ED 3 FRM SR ET K

6. IPv6 S HF: 4 NAT64. NAT66 25 IPv4/v6 i JEHR, S #F DNS64 Thg,
C VR SCRREE TR A, BB, A bR UL, H
HEHX . R4S N BFal. VLAN 5 Fh o7 2047 U5 1) 42 1

8. MBIk TR T AE 24 X1 Bif SYN Flood. UDP Flood. ICMP Flood.
IP Flood. DNS Flood. HTTP Flood Mrifi, JF3CRpsdi. R3F. HuRBi 55 2 Mo 1 it
SCRPHE T 22 4 XA e o R O B A0

9. FEEEPTP: SCREXE HITP/FTP/POP3/SMTP/ IMAP/SMB 25 22 Fft bl 30 5 25 2% 5

10. ARSFER: SCC 3 4 TIPS FEFFAAL. 3 IR IETHRARAL . 3 4 FH RS E 12 T+ 2%
R 3 AR5 AR OR

-3

2. 2. AWEB R FHBR kBE (WAF)

B E: Web N RS HT i 4

Lo EPERIMG . <2U PRUENLZE 0B, WHIETUAR, WAF=8G;

2. HMOMHE: TIRBO=44, TIEA =44 CEIHE;

3. MEREFRbR: WL JE G =56bps, HTTP N 2 K5 =8Gbps, HITP Jf k&
=80 73, FFFVEIEE HITP =3 J5;

4. ERFE: B EM CPURE = 1E R4

5. HREMI: SCRFEIME. SRR AR = S 55 B A% P TR =X

6. MR T4 TPv4 F IPv6 XUHMER I B JE T4

31



L AR AR ) % A R AP AR R BAF A+

7. BGEB: P N E WEB N BGERHE R, SCREXTES B AT (XSS) Biti. SQL A
A (5 B EE K . WEBSHELL. PsidH. WIS CC Mo & Mo 28 AL kA7
Bt SCRPRFAERT I 5 1 SO S2Aaiil

9. B RIIMME: SCREDT R IR RE

10. Web Mv.25InfE : 4 Web Mv55 hnfaE B ThRE, $EALSS R AR L #5017 K Py 55 1y
T REs

L1 kg5 messt: SCRpE S s, B IRk P i A IR AR 1 SR web HRSS
AT i

12, WZRINAE: SCHF HITPS B MR a A, SR % 5005, SCHF URL Adf . XML A6
JSON fif##fry Base64 fiftth, UTF-7 fAS55E 2 2 gmMRASAANT : STHFXRT B4 B WEB ik 9% 25 HEAT 12
A

13w A SCREILAG (/£ R D, SR A E 6, THRAN
ZF

14, HELRE: ARSIt HE e HE. ViR HE SMKHE B
HE NRBI#HE. DDoS it H &S SR HELERIT 1T

2.2.5 HHEpEH

ERSBE: ARV AT NS R
o REAERURE . <2U ARUENIZE N, XCHIEITIAR, PAF =86;
o BEOWE: TIREN=6 4

3. VERefEbR: W% E ARt E =3Gbps, @ T4 E =300Mbps, SQL 4bFE 4 FE =30000
%/s, HERZEIERR=600000 5%/F);

4. fAAEECE . EAL=ATB SATA, LEEZMEY %%

5. WAV FCEE ™ CPU MIE L B R4

6. FEEFEHZY: TEF Oracle. MySQL. PostgreSQL, IR EE. AKECEERE
FEBE

7. FUMRE SCRFRCE N O AR

8. HZNKIM: CFEEBNRIMNLE TAAENEIRE, B BN B T kAT i,
AT ERAE, il G T R

9. IPILJE: SFF IPE, FEVMEMENM R Z AT MR EHAT R, SEHNER
MNP 2% 2 AT 1

10. SQLENFTF: TR0 SQL VENRIH 1 SRR grant A BEHATIREUT B8 1

N =
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LT AR R AR - A S R AP AR B AR LA

L1 H T SEmS: SCRPEO R 3R A dr & BRI WERIPATIRIN L R BN 7 3R BT EL
B ES . MK MRS . &0 MAC & o TPy & i 1. 43 1& 1D, Gk
I TA]SEE N R A 1 B T SR

12. HEH T ORI RFIA S T, AT iR — 2 AR 3R AT v e 5l it
(G

13, WREW: SCREEBIR R, SCRFRYE I % 56 AT RS 40 (b 2

14, [liEe ). MRAEHELFRIN VAR . % 0 TP, S8y BEREA . RAIIKS . AU
EZNIE-9ar 1 I RR= N A EIPs FaS e ZU G REINE S CPunis

15, BURMEE: SCRFEWEFE T BURE R BRI, KR4 SIE. TR, Pl
5 5 2 SRR BRI 5

16. &N KRR S E. Syslog HE. SNWP &8, WIS E. RfE RG05%
LR 7G SCRPSE IPEMER DR R . SAL e . A E AN

17, RERIIRE: SCFFEE SRR, RIS R SRR G WA SCRFZ IR TP 1
fby mm TR WK W EBEERIE BRSO R BT AT O AR AR R

18. RGEH: R =MDIL, RGEHRMHIHEH G, REEH A, R 0BUH
PR &

19, HAER: 5 =13 DR ERAL

2.2.6 HEHT+

ERBR: S HEEPRE. A5 00

Lo BEAFRURS . <2U FRiENLZE 0B, TURHIR, WAF=16G:;

2. BOME: TRbBO=64, Hkn=24, ¥REE=1 1

3. VERedabR: G HEALFRE /) =2500EPS;

4. fARERCE: ARUFERE=4TB, SR H SRR =180 X, SCRAFEYT 4

5. WEACF-6&. FCEE ™ CPU MIE L B R4

6. KXEHX: T Syslog. SNMP Trap. JDBC. Agent fGFE. WMI. FTP. SFTP %% ff
PUCRAE H

T, HIEX R SCHFFEH TSNS R ZaRR . EHURIERSE. BaE. e,
MHRGMEEHE, BirHE. HEHES,

8. fEMTRES): CEFIEMIZRIAIN. JSON HAEMHT, SCREHE A ihiBhiaib, SCREbT
7B i 2

9. BKER: IR RMRBIRGIEGE Y], RS EAT AR A AR A
H;

10 HEXHEZ: SR EE LCFAHE R MR, I ORAF S0

33



L AT R AR LS e AR A IR B AR AR

11, HLas5 3] SCRERAINLES 5 210 R 40 H BB AT 2280 M, Refe Xt R 46 H B85 F kit
BEAT H B3R

12, SRR SCRERE TR AR/ 51 4, RERS IR (LB 4 OCHE . Siit ORI A 5C
WREE IR 7 MTBE /05 SCHF B AR SCIRMN 2 AR OCHR, BEMS AT X 2 AR R A R R IR 22 42
FAFFEATERG R T s SCHFR AT ORI 5128, ] DLSR RS e 4) #r e

13. HEIIEE: SRt Bt g SR EE IR, AREMHIEE &S, IR0
FHGE N SCRFEESCE BN, &AW, SRR ST R

14, BEPEH. SCRP BT L 2 MY T T o . A B SCRRBE B E S AR
T SCREXS B H EHEATIE N, WO BRI B N R A RS R SR 3 SRR
BE TP ik (R IP) MBS BT E B, SR E 8 B R B R B @ SR
BE HE ARAE, X ARAE N A BEAT A A B

15. #RERINEE: SCRAf 3 & MR B BE, MRYEIE . B RS A BRR: SCFF
fefft e aia iy, WBBYEN SLPE A B H & H A A 4R ;

16, &0 AR SCRHZ AR T &0, SFFFEIRHE S EHESE, KR
SHEWR SN SCREAMT7 0. FTP/SFTP J7 gk AT H B % 1 5 5

17, FRILER: W RIRL=130 4>, HER=35 4

18. il SCHPAHLAE E 2

2.2. 7 B20 (BHEZLEH)

ERGR: BAREEDERSH T

Lo BEAFRURS . <2U FRifENLZE 0B, XU IETUAR:

2. BEORE: ThREO=64, TIEO =44 (Filetdy), iy Eif=14, @
A E=2T8;

3. MERedEbR: FRIER 2 ER=200, BB K 1EH =100,

4. FRBESR: QBRI =50, #E RIEEIR =100, AW Y& 5™ % =150;

5. &RV FCEE ™ CPU MIE L B R4

6. HHINIE: SCRFZHTE, BRI, USBKey &2 BT METT R SCHRFAR
HATEAR Z B FAETT R SRRSO Bie W E, AIBiE £IK s 1P, AIAcE
B, B E ST SCRER P ST E] . SRYE TP b FIRYE MAC itk FR 1, FR
ARV B R vk M B 2 SR 2R 22 L5

7. HPERE. SCRHRBEONDIRE B UM ERUR: R P EEMtEE S, BfEH
BEW, BT BlAA, BREETFRE. BSOS CFFRE 2T, RiE
RIS PPE BRI P . BRI SRS AN T VG, SELIE I AR T HEAT o 4 B

8. PN HF: ¥ SSH. RDP. VNC. Telnet. FTP. SFTP. Rlogin £ iis4Edhil;
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9. WIFEH: SCFrL 1P YR s DT BIR B BRI, PO AL RN BRI A

10, BP0 s SCHREDUK S KO 4L, FTA], e . oo O AR RGN i Bl
R B ESBAT: SCREBENLAE U TE L AHR RS ECE T3 %00, ooE 0 S a4 U
WP AL, O RIBCRIARAS B

11, BPEE: ARERGEA, TR LA, 3% s 05 77 CR1A]
iz4E SSH. RDP. Telnet. VNC ¥ ¥f; SZ4F SSH. RDP. TELNET. VNC Bl % IR (Ot & 8 St Th i,
SCRRRA MR 5 5, SCRFE— AN TS 4EA F P i B8 SCRrig 4 72 gkl Hofh
P25, thih#lE: SiEhERS RS, PhEE T CAoR sl 2 1E, 00 n] Lo 3R s
AL

12. #UFIIRE: SCRERT SRR 21 BEAT o IE I ) S s A AT s SCRpdid S A R e
LRI S22 1E s SCRKENThRE, P TES4Ei# 2 s . &F 1R, Hb T2 -
(8 S AR K EN RN, B Bt 88 JEIRIB BT SCRFIC SR A P B Sk TR ERAEAT v, & HEUR
ZFRS FNLHRE . BRI BRAER . BRI SR RISRE U SRR E A P
PEETE, A AR IR B S bR R AE N 52 s

13. REDhE: RENEL Mg, MEBR, CFZH. . A vEE, B3iEm
Word. HTML 11 PDF 4% 2% ;

14. AR HAWK S BZZE S RERAEE ), KR T SR E . RECRR . HLA K
FASEYERE, WP IR R K ST B AR A, AR IE R IR S MR R A AR
PR SHREKSHRE, FARREIKISHMELE DG,

2. 2. 8 JWHAH

SERIR: 4 VPR RS R A
- BEPFRRRG . <2U bRENLZER B, WRIRTUAR, WAF =166, ffifE=2TB;
CBORE: TREO=64, TREO=44 ErRBED, FRME=1 4

. FIHERE s $RAE=1000 BB TP FHIIRAL

. FF IR SZHF ActiveMQ. FTP. IMAP. MongoDB. MSSQL. Mysql. ONVIF. Oracle.

> W DN

POP3. Postgres. RDP. Redis. RTSP. SIP. SMB. SMTP. SNMPV1. SNMPV2C. SNMPV3. SSH.
Sybase. Telnet. Tomcat. Weblogic %555 144Kl ;

5. RSB SCRPSEMMES AT . i), S MR, EESERME:

6. MRFEKR: MLE R 3 FERAEETRVFT], 3 )5 R 4ERIRS -

7. EPESR: TR AR A CPUL P RAE R Gt

8. BRINFARE SRME . SCRFET XA F MR &, 40 Windows. 38 Unix. $¥ . WEB JIR %5
M &R = FE. Bk REFE. B 5.

35



LT AR R AR - A S R AP AR B AR LA

2.2.9 PR/ RERN (BiR+REH)

TR Lol SRS SR AL

L PRI RS, GEEEESIh.O. B

2. TRBALM: EEARH O SCRE L B AR, ATARE & v SIS R
BEFY s SCRFORIE B

3. RGUAMAS: MRS 25 v SCRE b bR US| AR BURE . Si (5 5 KNS5 35 RS0, SCRF Windows
Server; #unsr RIS, RIS . MBS V10, 4ifE UOS v20. windows %5 R %

4. ZUE . SCRARZA IR/ Gy H Govt I B BT BRI Lo AU I BCR . SCRAIREE 5%
PRI A5 008 AT 5 R PRI A b AT T B, | o Ao dE AT e A 20 A . LR RGN ERiT
By SCREXFEANER POl AT A, A EE LA B AR HRRE R Mg

=J=|

. BMAIE: SCREWHFIET 2 SRR B K SN SR R BRI E, 8 e
LT B 1

6. LRy SCRRARE IR TRE, SCRFZ BB “BEIER

T.OWEAES: ORI EAE AR SRS, XRZRESUNER, WHE R EE
AOMEREE: SCRFE AR R, —HEAO PR 8 2 A7 1E 45 20 I 75

8. BhYRBIY: STHEMIZIR BRI, FIRN ST ERAE SRR RS R R AR

9. EFEMH. IRHEREHATR. AFEFEKE. 8=0758) N RIS EMES
522, H SRR X AN AT 55 B A 58 0 3 00 AT 5 SCRF SR ST B 42 003 35 1) 56 BE 40 M7
SCRFAURIFH 22 AN AE AR B R [ B 58— IR A B s

10, SCRFE P U EFRT o 0 T P RUAS 2 LN 22 LR AT IR 2 B30T+

11 AN EL: SCRER Windows #R1E RGBT . SRR BN TR, G
FHME S, FESCRFRENUEIRIAT . [AFREE LR W B S SCREXHME IR RGuah T L,
SCREEIE T R RS HEAT T

12, AMBCESE: SCRP S FPAME (USB A4, AL A7y J6Ik. FTEIHL. 4055
O (USBH. B JEOD BB AR,

13, B SCREXTSR S 4E T RE, TR RE A A SERT IS AT IR SRR R A
CNNSEA by

14, WIZg M SCREXT 28I AT M P A 5

15. BANFEAGET L SCRERE LR NI ARSI AZ i A BBEA T A, mT LA LR A2 30
REHATEE, OEEREER TGS AL B A MBS SRR Eh AN ik
ERRKR D BE, ORI TSR B35 18 1 4 5 N 25 1 4%

16. ZAKED: SCREABF RN H 8 SUKBVE B SRR K EN

17. THEeRABL: =3 G0N E AL, =3 SRR RS .
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LT AR R AR - A S R AP AR B A8 AR A
18. Z RGMA (TN A SCRFBUBE/ GuM5 55 H AL LRI R S
19. AFEHIFG: NRTH %48 E N G g RN RIS ERCR, B PFai
S NLSCRF A IRAE R G aE— B IR AL AE R — 3 1 & 06 [ A 28 s 3 AT s R

EEE., A

2. 2. 10 SFZART PP

FRE I BB AN E AR =2 BRI EGAR Y = JEOR AT R R AN ST K
5 GB/T 22239-2019 28 = ERIT eSS ARIMVE, MIFLIRIARFEATT & UL L

IVFIEE: AL R AR ST S5 41 s

MPEAZE: MAERGE ZHoNT BUIAIVE BRHRSER 2.0 AT L4AeYER
B, AR, 2R, 2t EHE ., 2B R, 2aE
B, ZEEHANR, Ze@RE M, ZeBgiE ). WrRE R, e/ R,

TP+ T SR (AL 9L 7 T I 248 2 4 R 25 VEIE P25 AR 3P I DF AR 25 DGIE (7, RS 5 £
VAR L2 A S R DNVP B2 51 AT B0, DUPP SRy St N D3 B Z0REAT (X248 22 A S5 2
PHITE) 8 (5 R SEFLNHITIER), HIEHEA RN,

e AR NN FER AR (R AR E AR RO IREEBAR SRR [ gk
PEIhBERIE, SR RIS AR ZHEE (Technical Data Sheet). BEAS. i B 454 Hi it
T > FE R AT (R ERRR GEORE, SOASTIIATL A H E R 41 o5 45 BAT IR R RO S0, B SRR R 2%
ACESR I TORE, A5 9l BERHU 75000 55 SR A A 2 1o IR AbR & BB AR K R IR AEHL
AR FEEL PERSE.

= BEER/RGHAEBD)

EHGR: ERAG ZK

Lo BRBNESR: B SAS I 75  OR A B DD RE BB — PR T8, SRR TPS/AV/VPN/ifit &
BT/ U SRS DI fE 5

2. MRS SROEEC A RN S DR T VT PR A 5

3. HEREDLR: RO WE (FikHE. WAF. 28, HEF I B EF IS BF
PR 3 IR REPFAE O SR 3 /9 B o /R P2 T 4 s o OR 39 B T Sl i 2 H R T
B, ADT 3 EMIRRE);

4. BRFBIE : P P 2 4 B 3% E AT H I BT N — OV T8 R A0 A 4 D e AR B,
AMIFEDIRERE] . BLRBUE 85 ) e s i, — s BT, Suas it Bk
B THEEMEBRITIE . =4F B OR RFOLFE /9B /U P 50T SERE AR . Il S 4 iR 3 A 5
ZEIE DL ShBEIRAL B i D RE 75 B B ™ BOMMRF AL 7 5 B0 S S B R B N % A 5
FBUYRR AU & i 2 HRTHE, B ORI
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b AT 2 B ) e A R LR B BAR A

5. ZIRMH RS %2R B NESAR ARt (CZ IR H RS2 2P L 00s
2, RSN LI S AR A AT RIS LB, LR I D 4 2 A R R
WS T FE T 4 S TR IR 42 B 1 L A i«

6. SRR LRI SR E A B M & (B CPU G ki, SRS, Jeits, JK
O e ERAERG W, 945 U0S. BRILEE)

7. AT A FATIE 20 HNSE AT &L 0%, 11 A 15 Haf e bl P gE: 1
I E = S ARV HLA5 R NI AR A A b, K A AR B E I ) A PR SR s 2.
I H 8 R

8. WAL 1A 2 AF L 20 B A0 A2 DA TS R

1) A3 S 7 A6 200 56 SR 2 SR B [ R P 4 0 2 T P 2

2) BN R R i i BRI R AT, 7 R AR 4 RS R HE AR R, R A
RE W A 75

) RGR AL BRI RENIR, H AR

N RGES L IR R T, FHRsig T

5)TH T A BRSO OB B It 2 i, fFa M Esk,

6) ATl H Fo Vi 28 =07 S IR I PF A5 10 AT & 5 LA EAE IS B AT AR AR, hs A
RUEPBARIUES, fFaRZHKE BRERR BTVl FR

9. JEAH BARIH : A B K8 AR g X 2 50 F 07 KBRS RIIBAE 45 1 4 1H R4 flt o 42
iF&

10. FifRi: AT 3 4,

11 B2 8. EHRRT SRV, SHEAR AR, MBRE RN S%lEAEL
4.

12. 8505 N B A 15020000 15 B H2 AR I 55 8 BRAR R VIEIES | 15027001 {5 B 2 2B AR R
YAEIE S 1TSS 5 B ARRSARERF ML G4y 7, AT LA ).,

M. ANRER

L. $ebr SRR SR L H AT = H , BUH FIBAA AT 20 ARALOREGIIE ] (N
PR TRWE =D A, $2 4t 1-2 DA A REEYD . o, BIHMASTAN LN, HRMTT
AN 1% THAFANEME A ABALT 18 A, & AN REREEF4, NRA
Febs AERA O L

2. BUH 57 NESR BAA MR H 256, RGN EVEARR 7. A7 BAARZE R
T:

LUH 55 AR R AR E RS MR TAERLR . WiH 37 NBAMKEHRIES, W
T H BT FOAIE PP, A5 B RGIH EHT . RGN H &S H TR JFAHE E
TR SR TR FHME B 2Ll AGE (CISP).

]
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L AT R AR LS e AR A IR B AR AR

ARG TT AR A& TAEL B (A MR TEZRR . ERATTNBAHEKERKIES, W
e TR SRR 15 5 R G H & BN . RS sl H A B TR . R 73 B i
RGN, RGBT, FEEZEREANR. FIMEERG L2 LK. EIMEE 24
TARITUES . ENHE B2 Tk A SAE (CISP).

I H BN BRI H 2 B EOR 1157 NAMOFABBR R, TR AR H TAEL ), JFRA%EL
TRz —: FRARGHHEEHIN, RGERIH S TR, M2 TR R g &L
ED RGN GBI L B BdE R TR EHME B 2Tk A SRAIE (CISP).
BERARG LT WAINIE (CISSP). ZEMRINPEIT . 58 248 TR, M2 22 HIUR T
TR IR S 0 45 A5 S 22 2 AH S Bl B i

3. b NEARIE MRS BME AR E 1, RERWNFE, ASHEE EHRS AR X Tk
ABITAEZRMIN A, RIGNABERE e, Fobp NRLAE— A IR BB A .

I BERFER

BIE MRS WA 5T ORI A 3R L BRI DRAB IR S5 R A L RRAE RS THIRSS X W 2
ToAK AR B 7 5 30 43k AT I, 6 ZINIE P BT BRI AT AL B TR0 ks CF
— BTk CGROMENE) WA, B2 0155 B, NAE 24 N IEE, AgeLEIE
H RN dh A R B, AR S S
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	9.中小企业声明函（货物）
	注：各行业划型标准：
	  （一）农、林、牧、渔业。营业收入20000万元以下的为中小微型企业。其中，营业收入500万元及以
	  （二）工业（包括采矿业，制造业，电力、热力、燃气及水生产和供应业）。从业人员1000人以下或营业
	  （三）建筑业。营业收入80000万元以下或资产总额80000万元以下的为中小微型企业。其中，营业
	  （四）批发业。从业人员200人以下或营业收入40000万元以下的为中小微型企业。其中，从业人员2
	  （五）零售业。从业人员300人以下或营业收入20000万元以下的为中小微型企业。其中，从业人员5
	  （六）交通运输业（不含铁路运输业）。从业人员1000人以下或营业收入30000万元以下的为中小微
	  （七）仓储业。从业人员200人以下或营业收入30000万元以下的为中小微型企业。其中，从业人员1
	  （八）邮政业。从业人员1000人以下或营业收入30000万元以下的为中小微型企业。其中，从业人员
	  （九）住宿业。从业人员300人以下或营业收入10000万元以下的为中小微型企业。其中，从业人员1
	  （十）餐饮业。从业人员300人以下或营业收入10000万元以下的为中小微型企业。其中，从业人员1
	  （十一）信息传输业（包括电信、互联网和相关服务）。从业人员2000人以下或营业收入100000万
	  （十二）软件和信息技术服务业。从业人员300人以下或营业收入10000万元以下的为中小微型企业。
	  （十三）房地产开发经营。营业收入200000万元以下或资产总额10000万元以下的为中小微型企业
	  （十四）物业管理。从业人员1000人以下或营业收入5000万元以下的为中小微型企业。其中，从业人
	  （十五）租赁和商务服务业。从业人员300人以下或资产总额120000万元以下的为中小微型企业。其
	  （十六）其他未列明行业（包括科学研究和技术服务业，水利、环境和公共设施管理业，居民服务、修理和其
	10.残疾人福利性单位声明函
	  11.残疾人福利性单位声明函
	12关于符合本国产品标准的声明函（格式）
	12.1关于符合本国产品标准的声明函
	1.产品如有型号，请在“产品名称”栏一并填写。
	2.生产厂名与厂址应与生产厂营业执照载明的相关信息保持一致。
	3.该产品的中国境内生产的组件成本占比相关要求实施前，“规定比例”栏可不填，下同。
	4.该产品的关键组件要求实施前，“关键组件”栏可不填，下同。
	5.该产品的关键工序要求实施前，“关键工序”栏可不填，下同。
	12.2关于符合本国产品标准的成本占比的承诺函
	13.优惠承诺书（如有，格式内容由投标人自拟）
	14.投标人认为需加以说明的其他内容（如标★内容所要求提供的材料）
	（三）技术标文件
	6. 项目人员配置表；
	我司承诺费用锁定及禁止二次收费：所有功能模块一次性开通，不得后期收费解锁；三年特征库/病毒库/规则库
	9.合理化建议及特色服务（格式内容由投标人自拟）；
	10.本招标文件之服务需求中所需的全部内容；
	11.投标人认为需加以说明的其他内容。

	第六章 评标办法
	（一）法人或者其他组织的营业执照等证明文件
	1.具有独立承担民事责任的能力：提供了企业营业执照（企业法人单位提供）或事业单位法人证书副本（事业法
	2.法定代表人/单位负责人直接参与投标的提供了法定代表人/单位负责人证明书；委托授权人参与投标的提供
	（二）财务状况报告，依法缴纳税收和社会保障资金的相关材料：
	提供采购文件格式提供的《财务状况及税收、社会保障资金缴纳情况声明函》加盖公章。
	（三）具备履行合同所必需的设备和专业技术能力的证明材料。
	提供专业技术人员相关资格、岗位证书或职称等证明材料
	（四）提供了参加政府采购活动前三年内在经营活动中没有重大违法记录的书面声明（说明：响应文件投标递交截
	a)提供了投标人声明函，承诺未违反《中华人民共和国政府采购法实施条例》第十八条“单位负责人为同一人或者存
	b)投标人的资质条件符合国家规定和采购文件要求。
	c)项目负责人资格符合采购文件规定的要求。
	开标后评标前，通过“信用中国”网站(www.creditchina.gov.cn）、中国政府采购网(
	报价
	1、报价未超过采购文件设定的最高限价的；
	采购文件
	采购文件有效期
	不少于90个日历天。
	澄清补正
	投标人按照要求对采购文件进行澄清、说明或者补正的；
	法律、法规规定的其他无效情形
	未出现法律、法规规定的其他无效情形（包括但不限于：1）《政府采购法实施条例》第七十四条所列的恶意串通
	其他
	未出现采购文件明确规定可以判定其为无效响应处理的其他情形的（标★条款，如有）。
	评分细则
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